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UNITED STATES DISTRICT COURT

for the

Western District of North Carolina Cortiied to kg 5 1
3 88 i e

omeet cony of Fig g

8. Diatrin

In the Matter of the Search of

(Briefly describe the property to be searched .
or identify the person by neme and address) Case No. ‘3 . | 3 M, jo 0
Content of email account, as described in Affidavit and
Attachments, incorporated herein.

SEARCH AND SEIZURE WARRANT
To: Any authorized law enforcement officer

‘ An application by & federal law enforcement officer or an attorney.for the government requests the search
of the following person or property located in the Western District of North Carolina

(identify the person or describe the properly fo be searched and give its location):
See Aftachment A, which is incorporated fully herein.

The person or property to be searched, described above, is believed to conceal (identify the person or describe the

properly lo be seized). ]
See Attachment B, which is incorporated fully herein.

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or

property.
YOU ARE COMMANDED to execute this warrant on or before April 17,2013
: {not to exceed 14 days)
(J in the daytime 6:00 a.m. to 10 p.m. o at any time in the day or night as I find reasonable cause has been

established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventery as required by law and promptly return this warrant and invéntory to United States Magistrate Judge
Robert J. Conrad, Jr.

(name)

O Ifind that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the appropriate box) (3 for days (not to exceed 30).

O until, the facts justifying, the later specific date of

Date and timne issued: "{ 3 KN 5"30 D. W,
_ 7 \

Judge's signature /
City and state:  Charlotte, North Carolina B Robert J. Conrad, U.S. District Court Judge .

Printed name and title
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Return

Case No.: Date and time warrant executed:

3. (3m; 00

Copy of warrant and inventory left with:

Inventory made in the presence of :

Inventory of the property taken and name of any person(s) seized:

Certification

warrant to the designaied judge.

Date:

Ideclare under penalty of perjury that this inventory is correct and was returned along with the original

Executing afficer 's signature

Printed name and title
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AO 106 (Rev. 04/10) Application for a Search Warrant

—

UNITED STATES DISTRICT COURT

‘ for the
Western District of North Carofina CcHA FILED
RLOTTE, NC
In the Matter of the Search of ) APR 4
B di be th to b hed
(Brisflsdeseribe the property Lo be searches S o 5130 100 2013
Content of email account, as described in Affidavit and ) uUs Distri
; . ict Court
Attachments, mcprporated herein. g Western Distri ot of NC

APPLICATION FOR A SEARCH WARRANT

I, a federal law enforcement officer or an attoméy for the government, request a search warrant and state under
pcnalty of petjury that I have reason to believe that on the following person or property (identify the person or describe the

rRper searc el an e JIS, location
P men #ch is mcorpo)rated fully heretn,

located in the Western District of North Carolina , there is now concealed (identify the
person or describe the property to be seized). ‘
See Attachment B, which is incorporated fully herein.
P y Certifed o be 2 true ang
: _ ‘ . cem "6ct cogy of tie cigingd,
The basis for the search under Fed. R. Crim. P. 41(¢) is (check one or more); ‘ 18, D'éb'k;l Court
o evidence of a crime; ' ‘;;"k G Johns, Ciark
I!rcontraba.nd, fruits of crime, or other items illegally possessed; : tem Dﬁ!ﬂb‘t Of 5\" o
(O property designed for use, intended for use, or used in committing a crime; a}
O a person to be arrested or a person who is unlawfully restrained, L / Y //3
The search is related to a violation of:
Code Section Offense Description ‘
18 USC 1924; 18 USC 793(e); Unauthorized removal and retention of classified documents or material;
18 USC 371 Unauthorized possession, communication, and willful retention of national defense

information; Conspiracy

The application is based on these facts:

Ef Continued on the attached sheet.

O Delayed notice of days (give exact ending date if more than 30 days: : ) is requested
under 18 U.S.C. § 31034, the basis of which is set forth on the attached sheet.

//,// Ags t

4 Apphc{mf T J:gnarure

Gerd J. Ballner, Special Agent, FBI

Printed name and litle

Sworn to before me and signed in my presence.

Date: 04/03/2013 | W } Wi

Judge's s:gnamre

City and state: Charlotie, North Carolina

Robert J. Conrad, Jr., United States Dlstrlct Court Judge
: Printed name and title
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AFFIDAVIT IN SUPPORT OF AN
APPLICATION FOR A SEARCH WARRANT

I, Gerd J. Ballner, Jr., being first duly swom, hereby depose and state as follows:

INTRODUCTION AND AGENT BACKGROUND

I make this affidavit in support of an application for a search warrant for information
associated with a certain account stored at premises owned, maintained, cbntrolled, or
operated by Yahoo! Inc., an email provider headquartered at 701 First Avenue,
Sunnyvalé, California 94089. The information to be searched is described in the
following paragraphs and in Attachment A, all incorporated fully by reference herein.

. I am a Special Agent with the Federal Bureau of Investigation (FBI) and have been
employed as such for approximately thirteen years. I have investigated matters involving
National Security to include Counterintelligence and Espionage. I am currently assigncd
to the Charlotte, North Carolina FBI office. Through investigations, experience, and
training, I have become familiar with methods and operations employed by hostile
foreign intelligence services and their recruited human sources to illeéally ol;tain, througim
clandestine action, classified and proprietary information, which if compromised poses
risk to the natiénal security of the United States. I have also received specialized training
inughe proper collection, retention, and disse'min;c\tion of classified information.

. The facts in this affidavit corﬁe from my personal observations, my training and
experience, evidentiary review, and information obtained from other Agents, government
officials, and witnesses. This affidavit is intended to show merely that there is sufﬁcient'
probable cause for the requested warrant and does not set forth all of my knowledge

about this matter.

1
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STATUTORY AUTHORITY

4. The FBI has been conducting an invcstigation‘ of — for possible
violations of: (a) unauthorized removal and retention of classiﬁed documents and
material, in violation of Title 18, United States Code, Section 1924; (b) unauthorized
possession and, inter alia, attempted communication and willful communication of
national defense information to someone not entitled to teccive it, as well as the willful

| retention of national defense information, in violation of Title 18, United States Code,

Section 793(e); and (c) conspiracy tb commit the aforementioned crimes, in violation of
Title 18, United States Code, Section 371. |

5. For the reasons set forth below, there is probable cause to believe that the email account

_\ (described in detail in Attachment A) contains evidence,

fruits, and/or instrumentalities of violations of federal law, including, inter alia, the

impréper communication and/or retention of classified information.
6. Title 18, United States Code, Section 1924(a) states: |

Whoever, being an officer, employee, contractor, or consultant of the United
States, and, by virtue of his office, employment, position, or contract, becomes
possessed of documents or materials containing classified information of the
United States, knowingly removes such documents or materials without authority
and with the intent to retain such documents or materials at an unauthorized
location shall be fined under this title or imprisoned for not more than one year, or
both. '

18 U.S.C. § 1924(a).
7. Title 18, United States Code, Section 793(e) states:
Whoever having unauthorized possession of, access to, or control over any
document, writing, code book, signal book, sketch, photograph, photographic
negative, blueprint plan, map, model, instrument, appliance, or note relating to the
national defense, or information relating to the national defense which:

information the possessor has reason to believe could be used to the injury of the
United States or to the advantage of any foreign nation, willfully communicates,

2
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10.

delivers, transmits or causes to be communicated, delivered, or transmitted, or
attempts to communicate, deliver, fransmit or cause to be communicated,
delivered, or transmitted the same to any person not entitled to receive it, or
willfully retains the same and fails to deliver it to the officer or employee of the
United States entitled to receive it . . . shall be fined under this title or imprisoned
not more than ten years or both. - -

18 U.S.C. § 793(e).
Title 18, United States Code, Section 371, makes punishable, by up to five years in

prison, a conspiracy among two or more persons to commit any offense against the

United States.

Classified information is defined by Executive Order 13526 (EO 13526) and relevant
preceding Executive Orders, as information in any form that: (1) is owned by, produced
by or for, or under the control 6f the United States governient; (2) falls vnthm one or
more of the categories set forth in the E.O. 13526; and (3) is classified by an original
classiﬁcation authority who determines that its unauthorized disclosure reasonably could
be expected to result in damage to the national sccm‘ity. Where such unauthorized
disclosure reasonably could be expected to cause “damage” to the national security, the
information is classified as “Conﬁdential.” Where such unauthorized disclosure
reasonably could be expected to cause “serious damage” to the natibnal securify, the
information is classified as “Secret.” Where such unauthorized disclosure reasonably
could be expected to cause “exceptionaﬂy grave damage” to the national security, the
information is classified as “Top Secret.”

Pursuant to E.O. 13526', a person may only gain access to classified informatioﬁ ifa
favorable determination of eligibility for access has been made by an agency head or an
agency head’s designee, the person has signed an approved nondisclosure agreement, and

the person has a need-to-know the information.
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PROBABLE CAUSE
11. David Petraeus is a retired United States Army General. From on or about October 31, |
2008 to June 30, 2016, PETRAEUS served as Commander éf the United States Central
Command. From on or about July 4, 2010 to July 18, 2011, Petraeus served as
Commander of the International Security Assistance Force. Frorﬁ on or about September
6, 2011 to November 9, 2012, Petracus served as Director of the Central In;elligence
Agency (CIA). At all times relevant to this affidavit, Petracus held a United States
- government security clearance allowing him access to classiﬁed United States
government information. Accofding toa Depé.rtment_ of Defense (DOD) official, to
obtain that clearance, Petraeus was required to and would have agreed to properly protect
_ claséiﬁcd information by not disclosing such information to persons not entitled to
receive it, by not unlawfully removing classified information from authorized storage
facilities, and by not storing classified information in unauthorized ldcations.
12._is a researcher and éuthor of a biography of Petraeus, published in
'Ja.nua.ry 2012. From on or about July 18, 2003 until on or about November 14, 2012,
I 1cd 2 United States government security clearance allowing her access
to ciassiﬁed United States government information. According to a DOD official, to
obtain that clearance, _ was required to and would have agreed to properly
protect classified information by not disclosing such information to persons not entitled
to receive it, by not unlawfully removing classified information from apthorized storage
facilitiés, and bjr not staring classified information in unauthorized locations.
13. In June 2012, the FBI's Tampa Division (FBI Tainpa) opened a computer intrusion

investigation related to alleged cyber stalking acﬁvity. This investigation was predicated

4
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on a complaint received from Witness 1, which alleged the receipt of threatening and

harassing emails from the email addresses I - d

— Witness 1 claimed fnendshlps with several high-ranking

public and military officials.

14. Evidence gathered during the FBI Tampa investigation indicated that someone had access
to the personal schedule of David Petraeus, who was then the Director of the CIA. This
access indicated a potential breach of security. On or about June 22, 2012, FBI
Headquarters (FBIHQ) ﬁotiﬂed Petraeus’s security detail of the ongoing computer
intrusion investigétion and the potential security issue. On July 19, 2012, FBI Tampa
was notified by Witnéss 1 that he/she no longer wished to press charges against the cyber
stalker, On August 10, 2012, Witness 1 informed FBI Tampa that Petracus personally
requested that Witness 1 withdraw his/her complaint and “call off the G-men.” On
August 13, 20 12,'Witness 1 advised FBI Ta:ﬁpa tﬁat Petraeus believed the alleged cyber
stalker possessed information which could “embarrass” Petraeus and other public

officials.

'15. Investigation conducted by FBI Tampa identified _ as the person

suspected of using the email accounts _ and
B [ stication also determined [ uses the email

account NN On Scptember 24, 2012, FBI Tampa interviewed

_. at her residence. During this interview_ admitted sending

the emails to Witness 1, as well as other emails regarding Witness 1 to senior United

States military officers as well as a foreign diplomat. _ also stated that she

Case 3:13-mj-00100-DSC *SEALED* Document 6-1 Filed 12/20/16 Page 6 of 24




engaged in an extramarifal affair with Petracus. NN provided consent to
search two of her laptop computers and two éxtemal hard drives.

16. On September 25, 2012, FBI Tampa returned I NENEEEE _lz;ptop computers and
conducted a follow-up interview. During this follow-up inierview, _ :
admitted she told Petraeus that he should get Witness 1 to “drop the charges.”

—advised she does not know if Petraeus made the reciuest of Witness 1.
During the course of this interview, _provided interviewing agents consent

to search her Apple iPhone, which she had in her possession. FBI Charlotte Computer
Analysis Response Team (CART) Forensic Examiners copied the contents of her Apple
iPhone at the interview location, and the iPhone was returned to _at the
conclusion of the interview. A review of I IIEEEEEEE 12ptops and external hard
drives located ov.er 100 items which were identified by Charlotte CART Forensic
Examiners as containing potentially classified information, including information up to
the Secret level.

" 17. On October 26, 2012, Petracus was interviewed at CIA Headquarters. Petraeus stated |
that he had had an extramarital affair with [ || | He denied providing any
classified documents to_, or having any arrangement to provide her with
classified information. Petraeus stated that ||| Gz ﬁay have obtained
documents in the course of conducting research for a book she was writing. He explained
that reporters in theater (Afghanistan), such as [N . werc sometimes granted

“off-the-record” access to classified presentations, such as the COMISAF’s (Commander,

International Security Assistance Force) daily briefings.
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18.

19.

On November 2, 2012, FBI Tampa interviewed ||| | I in Cbarlotte, North
Ca:oliﬁa regarding the potentially classified documents found on her computers. She |
claimed she came into possessipn of several of the documents when she was in
Afghanistan researching her book about Petraeus; however, she was unable to provide
specifics as to how she obtained them. _ stated that dqring her time in
Afghanistan she was giveﬁ access to several briefings, including at least one briefing at
the Secret levei. _ advised that reporters were often given such access in
ordér to provide them with situational awareness of the war. In order to receive the
briefings, | signed an “off-the-record” agreement, which mesnt she could
not write about classified information she observed. She stated she would sometimes
obtain a paper coi)y of the briefings to preserve the information as research for her book.
] adviséd that she never received classified information from Petraeus.
During interviews conducted of |l and Petracus under the aforementioned
FBI Tampa investigation, each advised they used covert methods to communicate with
one another, These methods included the use of pre-paid cellular telephones and email |
accounts using non-attributable names. Several of these covert email accoﬁnts were
identified during the FBI Tampa invcstigatiog; however, it is not known if all the
accounts were identified because both _and Petraeus stated they could not

recall all the account names which they created and used to communicate. During

' _ September 25, 2012 interview, she advised that she and Petraeus would

Case

sometimes share the same account, and would save messages 1o the draft folder instead of

sending them via email.
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A, —Consensual Search, November 12, 2012
20. As aresult of finding potentially classified information on the laptops provided by
I (5! Tampa and FBI Charlotte conducted a consensual search of
_: Charlotte residence on November 12, 20.12 to recover ény evidence
related to cyber stalking, in violation of 18 U.S.C. § 2261A, and the unauthorized
removal and retention of classified documents or material, in violation of 18 U.S.C.
§ 1924, On this same date, a consensual search was also conducted at the residence of
D - dministrative assistant, ||| ||| | . i~ Concord, North
Carolina. _voluntarily provided the FBI with various items she maintained in
h:;;oﬁle in relation to her émployment with _ During the searches,
additional paper docurnents were found, some of which, upon belief and information of
your affiant, are classified. Asa fesult of the two searches, the following digital media
wer.e éeized: : ‘eilght coﬁputers, twelve external hard drivés, two printers/scanners, two
cellular telephones, two Apple iPods, seven thumbdrives/memory cards, and
. approximately fifty floppy discs, CDs, and optical discs.

21. Based on a preliminary review of [N digita] media, it is believed she came
into possession of potentially classified information both before and during the writing of
her book, “All In: The Education of General David Petraeus.” Of the potentiaily
classified documents reviewed to date, the majority relate to U.S. military operations
condﬁcted in Afghanistan. Given her extensive use of digital media, your affiant believes

I rcccived/exchanged classified information via email and/or made contact

with individuals via email and/or telephone to schedule in-person meetings for the

purpose of recording and collecting classified information, as detailed below.

8
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_ is also believed to have digitally stored numerous documents,
photographs, and audio interviews which contain classified information.

B. Releifant Communications Regarding the Potential Mishandling of Classified
Information ‘

22. On May 12, 201 1,_., using email account _
sent an email to Petracus at gmail accouni_ The

subject line of the email read: “what part of 4...” and the body of the email read: “is
secret? The stuff in parenthesis, or tile second sentence?”’ Based on my training,
experience, and iﬁformation reviewed to date in this investigation, the email related to a
document or series of documents provided by Petraeus fo _ which
contained classified information."

23, Betweén July 13, 2011 and Julf 15,201 1,_ and a U.S. Army Lieutenant

| Colonel .exchanged numerous emails. _,, using email account
_emailed the Lieutenant Colonel at his military email

account, scéking information about military opere_ttions conducfed by the Lieutenant
Colonel’s unit. In requesting this information, NN oted that in the past both
storyboards and troop nanatives had been useful in conveying such facts. In an email

from the Lieutenant Colonel to I o July 15, 2011, he advised he was

' On June 27, 2012, FBI Tampa served a grand jury subpoena on Yahoo! for the
I - count. On June 29, 2012, FBI Tampa executed a search warrant
orn the account, On September 7, 2012, FBI Tampa obtained an additional search warrant on the
account. Search warrant results received on October 16, 2012 included emails between the dates

. of July 1, 2012 and September 7, 2012. Because it is relevant to the current investigation what
actions, if any, _took regarding the emails in the NG
account since the execution of the email search warrants by FBI Tampa, this affidavit seeks a
search warrant requiring Yahoo! to disclose the entire contents of the account and not just the
email content from September 7, 2012 to the present.

9
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working on the storyboards and asked her for “a good SIPR number.” Later on J uly 1.5,
2011, _ replied to the Lieutenant Colonei’s email and carbon copied (cc’d)
Petraeus at email account||| EGTGTGEG . I
response included the following: “[I}f .you have classified material, GEN Petraeus has
been gracious enoﬁgh to allow me to have you send the storyboards and material to his
SIPR account; I’ll pick them up as soon as you seﬁd the word! I’ve copied him on this
email. Ifit’s unclass, you can use my AKO or this account,” This email correspondence
between | 224 the Lieutenant Colonel reflects some agreement By Petraeus

to provide _ access to classified information.

24, From June 12, 2011 through June 15, 201 1; _, using email address

—, and Petraeus, using email address
T , discussed several topics, to include files

maintained by Petracus. In the email string, which contained the subject line “Chapter |
2" I r2ised issues which Petracus addressed by typing in all capital letters
within the body of _ original emails. In the email string, while
discussing Petraeus’s ﬁles,_wrote, “[TThe Gal;rin letters are naturally very
heipful in this regard (I want more of them!!! I know you’re holding back...y” In
respo..nsé to this point in ||| = m-il, Petracus wrote: “THEY’RE IN BOXES
ANDI'LL GET THEM OUT WHEN WE UNPACK AT THE HOUSE IN LATE

JULY/AUG.”

*SIPR is an acronym for Secure Internet Protocol Router network; a U.S. government
communications system allowing the processing, storage, and communication of classified
infommnation up to the SECRET level.

10
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25. B r<sponded: “Thanks for your willingness to get out the boxes! [

B ) librarian at NDU, has the full collection as well, if it’s easier to just gain
access to them there.” In response Petracus wrote: “SHE DOESN'T HAVE THE .FILES
I'VE GOT AT HOME; NEVER GAVE THEM TO HER.”

26. In an email string initiated on or about June 19, 2011, Petraeus, using email address

_ and || vsivg email address
_ exchanged over ten emails. In the first email, with the

subject liné “Found the”, Petracus discussed locating his “Galvin files” as well as other
files and expressed his Willingneés to share them with ||l Petracus wrote:
“[G]iven various reassurances from a certain researcher, I will not triage them!” Yoﬁ.r
Affiant beliéves the term “triage” refers to the classified contents of thé documents.
B - prcssed her excitement about Petraeus’s willingness to share the files .
writing: “{I]’1l protect them. And I’ll protect you.” Petraeus later responded to
_, writing, “[M]y files at home only. go up to about when I took cmd of the
101%, though there may be some MNSTC-I and other ones. Somewhere in 2003, I
stopped niée filing and just started chunking stuff in boxeé that gradually have gone, or
will go, to NDU. Can search them at some point if fhey’re'upstairs, but théy’re not
organized enough at this point...” Petraeus continued, writiﬁg, “[Alnd I think MNSTC-I

files went to NDU, though I'm not sure. The key to find there would be the weekly

*NDU is an acronym for National Defense University. NDU is an institution of higher education
funded by the United States Department of Defense, intended to facilitate high-level training,
education, and the development of national security strategy. It is located on the grounds of Fort
Lesley McNair in Washington, D.C.

*MNSTC-I is an acronym for Multi-National Security Transition Command-Iraq. MNSTC-1
was a branch of the Multi-National Force-Iraq (MNF-I). Petracus was the former commander of
MNF-1. :

11
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rej:orts that the CIG did with me. Not sure 1f- kept copies. Class’d, but I guess [
might share!” (emphasis added).

27, Yoe: affiant believes that Petracus’s reference to “Class’d” means the docuinents he is
discussing --- and which he indicates he is willing to provide to _ --- are
classified. |
C. Continuing Communications Between _and Petraens

28. _a.nd Petraeus are believed to have had multiple telephonic contacts after
each was made aware of FBI Tampa’s computer intrusion investigation. Your afﬁaht |
asserts:

a. Petraeus’s CIA secu;ity detail was notified of the FBI investigation on June 22, |
2012. In an inferview with FBI Tampa on October 26, 2012, Petracus
acknowledged tﬁat: (1) he was briefed by the security detail concerning the FBI
investigation, and (2) he called - on June 23, 2012 regarding the
emails received by Witness 1. | ' : : ‘
b. Over the weekend of August 11, 2012 and ;August 12, 2012, Petraeus spoke to |
Witness 1. In evidence reviewed by FBI Charlotte, a telephone number attributed
to _ called a telephone number attributed to Petraeus on August 11,
2012. | | |
c. _ was interviewed by FBI Tampa on September 24, 25, and 26,
2012. A telephone number attributed to —:alled a telephone
number attributed to Petraeus on three occasions on September 25, 2012.
d. - was in contact with FBI Tampa on October I and 2, 2012. These

contacts ultimately resulted in a telephone interview conducted on QOctober 3,

12
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2012. In evidence reviewed b_y FBI Charlotte, on October 2, 2012, there were six
calls between telephone numbers attributed to _ and Petraeus. One
of these calls connected, resulting in an approximately fifteen-minute-long.
conversation. |
. During the October 26, 2012 interview of Petraeus by FBI Tampa, he stated that,
while coming back from a trip to the Far East earlier in tﬁe month, he called
—., who told him about her interview with the FBI. Evidence
indicated that a telephone number attributed to Petraeus called a telephone
number attributed to ||| | I on October 16, 2012 

Following FBI Tampa’s inteﬁiew of Petraeus on October 26, 2012, a telephone
number attributed to _ called a telephone number attributed to
Petracus on four occasions bn October 27, 2012, on three occasions on October
28, 2012, and on two occasions on October 29, 2012.
g. OnNovember 2, 2012, — was again interviewed by FBI Tampa.

| _ stated that she and Petraeus had talked cahdidly since each of
their interviews with the FBI. |
. On November 9, 2012, | contacted FBI Tampa telephonicaﬂy from
telephone number _ She advised she received a telephone call
from Petracus earlier that day advising her of bis resignation. In evidence
reviewed by FBI Charlotte, telephone number _ called a telephoqe

number attributed to Petracus on November 9, 2012.

" 29. The foregoing telephone communications identified in this affidavit only include calls

made or received from one government phone attributed to Petraeus. As detailed above,

13
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30.

31.

Petracus and _ have previously been in regular contact through email, and
communicated about the provision of classified information to_

Moreover, _ and Petraeus have admitted that they established covert

' communications systems using pre-paid cellular telephones and non-attributable email

accounts. - To date, the pre-paid telephone numbers used by Petraeus and _
have not been identified.
Theseltelephonic contacts and attempted telephonic contacts between telephone numbers
attributed to _ and Petraeus indicate _ relationship with
Petraeus continued after their interviews with FBI Tampa in September and October
2012. Based on these facts, and given _ history of email communication
with Petraeus, there is probable cause to believe that I Y 2hoo! account
contains substantive communications regarding the content of _ and
Petraeus’s FBI interviews, including additional infotmation regarding I
access to and retention of classified information.

BACKGROUND CONCERNING EMAIL
In my training and experience, I have learned that Yahoo! provides a variety of online
services, including electronic mail (“email™) access, to the general public. Subscribers
obtain an account by registering with Yahoo!. During the registration process, Yahoo!
requests subscribers to provide basic personal information. Therefore, the computers of
Yahoc;! are likely to qontain stored electronic communications (including retrieved and.
unretrieved cniail for Yahoo! subscribers) and information concerning subscribers and
their use of Yahoo! services, such as account access iriformation, email transaction

informatien, and account application information. Such information can include the

14
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- subscriber’s full name, physical address, telephone numbers and other identifiers,

. alternative email addresses, and, for paying subscribers, means and source of payment |
(including any credit or bank account number). In my training and ;xpericnce, such 1
information may constituté evidence of the crimes under investigation because the |
information can be used to identify the account’s USEr OT USeTs. _ | ‘

32. In general, an email that is sent to a Yahoo! subscriber is stored in the subscriber’s “mail
box™ on Yahoo! servers until the subscriber deletes the email. If the subscriber does not
delete the message, the message can remain on Yahoo! servers indeﬁnitely;

33, When the subscriber sends an eméil, it is initiated at the user’s computer, transferred via
the Internct_ to Yahoo!’s servers, and then transmitted to its end destination. Yahoo! often
saves a copy of the email sent. Unless the sender of the email specifically deletes the
emnail from the Yahoo! server, the email can remain on the slystem indeﬁnitély.

34. A Yahoo! subscriber can also store files, including emails and other files, on servers
maiqtained and/or owned by Yahoo!.

35. Subscribers to Yahoo! might not store on their home computers copies of the emails

stored in their Yahoo! account. This is particularly true when they access their Yahoo!
account through the web, or if they do not wish to maintain particular emails or ﬁl;es in
their residence.

36. In my training and experience, email prov.iders typically retain certain transactional
information about the creation and use of each account on their systems. This
information can include the date on which the account was created, the rlength of service,
records of log-in (i.¢., session) times and durations, the types of service utilized, the

status of the account (including whether the account is inactive or closed), the methods
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used to connect to the account (such as logging into the account via the provider's
website), and other log ﬁles‘that reflect usage of the account. In additibn, email providers
often have records of the Internet Protocol address (“IP add:ess”j used to register the
account and the IP addresses associated with particular login;s to the account. Because
every device that connects to the Internet must use an [P address, IP address information
can help to identify which computers or other &evices were used to access the email
accoi:nt.

37. In my training and experience, in some cases, email account users will communicate
directly with an email service provider about issues relating to the account, such as
technical problems, billing inquiries, or complaints from other users. Email providefs
typically retain recordg .about such communications, inglp_ding records of contacts
between the user and the provider’s support services, as well records of any actions taken
by the provider or user as a result of the communications. In my training and experience, -
such information may constitute evidence of the crimes under investigation beéa_use the
information can be used to identify the account’s user or users.

LOCATION TO BE SEARCHED .

38.1 anticipate executing this warrant under the Electronic Communicatibns Privacy Act, in
particular 18 U.S.C. §§ 2703(a), 2703(b)(1)(A), and 2703(c)(1)(A), by using the warrant
to require Yahoo! to disclose to the government copies of the records and other
information (including the content of communications) particularly described in
Attachment A. Upon receipt of the informatiop described in Attachment A, the

information described in Attachment B will be subject to seizure by law enforcement.
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39. Based upon the foregoing, your aff_lant submits that probable cause exists for the issuance
of a search warrant for information associated with a certain account, as more fully
described in Attachment A to this affidavit, stored at premises owned, maintained,
controlled, or operated by Yahoo! Inc., an email provider headquaﬂered at 701 First
Avenue, Sunnyvale, California 94089, to search for evidence of: (a) unauthorized
removal and retention of classiﬁed documents and material, in violation of 18 U.S.C.

§ 1924; (b) unauthorized possession and, inter alia, attempted communication and willful
communicatioxv'l of national defense information to someone not entitled to receive it, as
well as tﬁe willfui'retention of national defense information, in violation of 18 U.S.C.

§ 793(e); and (c) conspiracy to commit the aforementioned cﬁmes, in violation of 18‘

US.C. §371.

CONCLUSION
40. Based on my training and experience, and the facts as set forth in this affidavit, your

affiant asserts there is probable cause to believe that stored in the Yahoo! email account,

_ there exists evidence of a crime relating to; (a)

unauthorized removal and retention of classified documents and material, in violation of

18 U.S.C. § 1924; (b) unauthorized possession and, inter alia, attempted communication
and willful communication of national dcfehse information to someone not entitled tb
receive it, as well as the willfui retention of national defense information, in violation of
18 U.S.C. § 793(e); and (c) conspiracy to commit the aforementioned crimes, in violation
of 18 US.C. § 371,

_41. Based on the foregoing, I request that the Court issue the proposed search warrant.

Because the warrant will be served on Yahoo!, who will then compile the requested
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records at a time convenient to it, there exists reasonable cause to permit the execution of
the requested warrant ét any time in the day or night.

42. This Court has jurisdiction to issue the requested warrant because it is “a court of
competent jurisdiction” as defined by Title 18, United States Code, Section ZTi 1; and
Title 18, United States Code, Sections 2703(a), (b)(1)(A), anci (c)(l)(A). Specifically, the
Court is “a district court of the United States that has jurisd-ict.ion over the offenses being
investigated,” Title 18, United States Code, Sections 1924, 793(e), and 371. Pursuant to

- Title 18, United States Code, Section 2703(g), the prcsencé of alaw eﬁforcement officer

is not required for the service or execution of this warrant.
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REQUEST FOR SEALING

43. Since this investigation is continuing, disclosure of the search warrant, this afﬁda\;it,
and/or this application and the attachments thereto will jeopardize the progress of the
investigation. Acpordingly, it is respectfully requested that the Court issue a.n order that
the search warrant, this affidavit in support of the application for search warrant, the

- application for search warrant, and all attachments thereto be ﬁléd under seal until further
order of this Coﬁrt.

Respcctfully submitted,

A4 . //} M/

Gerd 7. Ballnet, Ir.
Special Agent
Federal Bureau of Investlgatlon

Sworn to and subscribed béfore me

on this, the > day of April, 2013.

glaXx ) Qo D]

ROBERT J. COP@SD Id;
UNITED STATES'DISTRICT COURT JUDGE
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ATTACHMENT A

Particular Account To Be Searched

This warrant applies to records and other information (including the contents of

cbmmunications) for the account associated with the email address —

that is stored at premises controlled by Yahoo!, a company that accepts service of legal process

at 701 First Avenue, Sunnyvale, California 94089.
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ATTACHMENT B

Particular Things To Be Seized
L Informaﬁon To Be Disclosed by Yahoo! (“the Provider™)

To the extent that the information described in Attachment A is within the
possession, custbdy, ér control of the Provider, including any emails, records, files, logs, or
information that has been deleteci but is still available to the Provider, or has been preseﬁzed
pursuant to a request made under 18 U.S.C. § 2703(f) on Novemberr 16,2012 and February 14,
2013, the Provider is required to disclose the following information to the government for the
account listed in Attachment A:

a. The contents of all emails associated with the account, including Stored or
preserved copies of emails sent to and from the account, draft emails, the source and destination
addresses associated with each email, the date and time at which each email was sent, and the
size and length of each email;

b. All records or other information regarding the identification of the account, to
include full name, physical address, telephone numbers and other identifiers, records of session
times and durations, the date on which the account was created, the length of service, the IP
address used to register the_ account,llog-in IP addresses associated with session times and dates,
account status, alternative email addresses provided during registration, methods of connecting,
log files, and means and source of payment (including any credit or bank account number);

c. The types of service utilized,

d. All records or other information stored at any time by an individual using the

account, including address booké, contact and buddy lists, calendar data, pictures, and files; and -
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e. All records pertaining to communications between the Provider and any person
regarding the account, including contacts with support services and records of actions taken.
IL Information To Be Seized by the Governmeﬁt

1. All records or information described above in Section I that constitute fruits,

evidence, and instrumentalities of violations of the statutes listed on the warrant,

including, for the account identified on Attachment A:

a. All records or inforrnation related to-any communications between

_ahd Petraeus;

b. All records or mformation related to any c’ommunicatioﬂs, from December
2008 to the present, between _ and any éther person or entity
concerning classified and/or national defense information; |

c. All records or information, from December 2008 to the present, related to any
classiﬁed and/or national defense information;

d. All records or information, from December 2008 to the present, related to the
source(s) or potential source(s) of any classified .andlor nﬁtional defense
informatioﬁ provided to _;

“e. All records or informaﬁon, from December 200.8. ‘to the present, related to the
. stéte of mind of any individuals concerning the communicatim;, disclosure,
receipt, or retention of classified and/or pational defense information;

f. All records or information felating to knowledge of laws, rules, regulations,
and/or procedures prohibiting the unauthorized disclosure or retention of

classified and/or national defense information;
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g: All records or information related to any communications from June 2012 to
the present bétween_ and any other person concerning ongoing
law enforcement investigations; |

h. All records or information concerning any email accounts, telephone numbers, -
or other methods of communication used by _ or Petraeus;

i. Any information recording _ or Petraeus’.s schedule or travel
from December 2008 to the present;

] | Evidence of user attribution showing who used or owned the Device at the
time the items described in this warrant were created, edited, or deleted, such
as logs, phonebookg, address books, contact lists, saved usernames and
passwords, documerits, and browsing history; and

k. Records eyidencing the use of the Internet, including recordé of Internet
Protocol addresses used;

2. Information relating to who created, used, or communicated with the account,
including records about their identities and whereabouts.

3. As used above, the terms ;‘records” and “information” include all of the foregoing
items of evidence in whatever form and by whatever means they may have been
created or stored, including any form of computer or electronic storage (such as flash -‘

memory or other media that can store data) and any photographic form.
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